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Paranoid? Here’s How To Hide Your Mac’s Tracks
With A Digital Shredder
By Jeffrey Mincey - Thursday, April 5, 2012

The key ingredient in true security is paranoia. Why? In an age where everyone is out
to get your money and information about you, paranoia is just the right attitude to have.
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If you and your Mac are online, then you’re leaving tracks online. Tracks that stay on your Mac, that stay
online. Someone, somewhere is following you, recording your internet habits, just by tracking your tracks.
Paranoid? Start a clean life with a shredder to destroy your Mac’s tracks. At least, some of them.

Anonymity Does Not Exist
Most Mac users have concerns about privacy, but not all that much. I’m not too certain we have much privacy
left. Take internet browsing and email. We leave tracks to web sites we’ve visited. Even email messages leave
tracks.

The problem is two-fold. First, there’s on our Macs.

And, second, we leave tracks everywhere else. Tracks in the form of cache files that stick around long after
we’ve deleted a browsing history or destroyed incriminating email messages.

Destroying our tracks in Google or email servers or elsewhere online is a whole different ball game that’s easier
said than done. Destroying incriminating files on our Mac? For that we have a little more control.

Send In The Shredders
Even Apple recognizes that we have a desire for privacy. Safari comes with a Private Browsing setting in the
Safari menu. The Finder has a Secure Empty Trash feature in the menu.

NetShred X is a Mac app that moves you to another level of shredding, deleting, destroying files that may come
back to haunt you. It won’t track down and destroy those pesky tracks you leave on Google, but it will clean up
your Mac.

First, NetShred runs in the background. Once you set it up, you can forget about it. It’s not an app you have to
use every now and then on some kind of schedule.

Second, NetShred doesn’t delete, it erases files in such a way that they cannot be recovered (at least by
humans). It erases your browser cache, history of sites visited, download cache, QuickTime movie cache,
favicons cache, Top Sites, Java cache, Flash cache, HTML5 cache, email cache, deleted email, junk mail and
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spam.

Setup is simple and straightforward.

Choose what you want to shred, including Cookies and Passwords for browsers, Cache and Trash for email, and
more. Shred? Yes, NetShred slices and dices and Juliennes all those files so they’re nearly impossible to
recover.

It works like a digital shredder so there’s really nothing left of those nefarious files to recover.

NetShred X is one solution which works well on browsers, email, and other cache files.

If someone is able to get to your Mac there’s not much of a trail to follow to find out where you’ve been, what
you watched, what you read.

Unfortunately, NetShred is only half the privacy equation. Once you’re online you leave other tracks with
advertisers, search engines, web sites, servers, chat and email, included. Despite how easy it is for the tech folks
at NCIS Los Angeles to hack into remote servers to track down criminals, it’s not quite that simple, easy, or
quick.

All you can do is all you can do. NetShred X gives you a little less paranoia.

Try A Related Article
How To Keep Your Mac’s Tracks Private, Hidden
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5 Ways This App Cleans Your Mac’s Secret Tracks
A Cool New Way To Delete Sensitive Information From Your Mac With A Click (and why you need to)
10 Easy Ways To Get Music, Files, Photos In Safari
Got Cookies? Hate Cookies? Delete Your Mac Web Browser’s Tracks By Using Cookie
50 Hot Features Clean Everything On A Mac

Pixels, Clipboard, Folders, Calendar, iPad mini
We're sure you've been wondering Why Every Mac Graphic Designer Needs An Onscreen Pixel Measuring
Stick. You may not know Where's Waldo, but do you know How To Copy Text Or Images To Your Mac’s
Clipboard And Turn Them Into A File?

Tera was worried that no one would figure this out, so she found out How To Customize Folders In The Mac’s
Dock And In The Finder’s Sidebar. It's a bit buggy but The Coolest Calendar Menubar App Gives You One-
Click Access To Tasks And Alerts on your Mac.

Here's everything you wanted to know about The iPad mini, the iPhone mini, and Mapsgate. For the next half
hour only it's free to support a few of our cherished advertising overlords. Support only two of our ad sponsors
today and we promise never again to milk the neighbors cow. Remember to Follow Mac360 on Twitter for our
daily updates. This week we're being followed by the Ugliest Man In America. You'll never guess who she is.

Until noon tomorrow you'll be allowed to friend, like, or poke Mac360 on Facebook. As of today, we're being
friended by all of The 10 Most Beautiful Women In The World. All at the same time.

 About Jeffrey Mincey

As a Mac, Windows, and Linux system administrator in Atlanta, Georgia, I've used Macs for over 20 years
(mostly late at night). Check out my Mac tips, tricks, and app reviews at Bohemian Boomer.
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